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Outline

e Traceback Internet attacks
— Problem
— Challenges

e Qur solution: Pebbletrace
— Steal files
— Steal information

e Conclusion



Model of Internet Attacks
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Attack Traceback

Trace back to original source of
attack across stepping stones Cross stepping-

Difficult for No disruption
attackers to to normal
detect and Internet
escape from operations

Operate in
Automated and P )
hostile
scalable .
environment




Prevalent Approaches

e Marking (e.g. PPM, DPM)
e Logging

N

Traceback
None of them work

for our traceback

e Algebraic approach problem
e Watermarking

e Correlation

stone
detection
-

e Ingress router filtering/ Back bone router filterinh
e Input debugging

¢ |PSec

e Out-of-band messages (e.g. ICMP)

e Active proving, tracing by hand

e Using IDS, honetpot

* Passive observation

e Social engineering /
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Key idea:

(1) Take advantages of attacking traffic and trace
backwards to the attacker

(2) Build pebbleware with zero-day vulnerabilities

Stepping-

stone Controller

Stepping-
stone
; ﬂLacl-:er E

Stepping-
stone

Stepping-
stone

Attacker identity information

Pebbleware

Traceback
Server




Step 1: Victim

uploads
attack
information

Step 2:

Administrator

generates
Pebbleware

Step 3:
Pebbleware
deployment

Step 4:
Pebbleware
goes across

stepping-
stones

Steps of Pebbletrace

Step 5:
Pebbleware
executes on

attacker’s
machine &
collect info




Architecture of Traceback Server
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. ) Victim
information collector

| Pebbleware
Generation
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Problem 1: Attacker Steals Files

Kev ideas Imbedded Seasoning
Y Pebbleware Pebbleware
— Design Pebbleware
based on client-side s 2 s 2
Sl Imbed Pebble-ware Hide pebbleware
zero-day vulnerabilities — into the file to be — among files to be
tol tol
— Traceback attacker once K sroen ) \ sroen )
the file containing
. 4 I 4 . I
Pebbleware is opened Support multiple Create multiple
— file types (e.g. .pdf, L { P€ ewalroe ;OI
.dOC) Increase propabl |ty
of success

S J - J




Case Study:

Traceback File Theft at Amazon EC2

Fedora Core 8
DNS: ac2-67-202-53-
248 compute-1_amazonaws.co

pping-
stone sy

Amazon EC2

NS: ec2-184-72-182-

Eve (attacker)

Windows
P 128 148 16029 rgnﬁmﬂ?ﬁa 993
P 5pP2 : Th. 5B
[ e—
Traceback
Server

« Zero day: Adobe util.printf()
(CVE-2008-2992)

» Use heap spray techinique

» Attacker’s firewall and anti-
virus tools do not react to the
traceback.

o Attacker’s IP, network
interfaces, snapshot, etc. are
identified.

33 compute-1.amazonaws.com

Due to legal issues, the attack in the case study is constructed for study based on possible

behaviors of real attackers, not accessible by public.



9% Problem 2: Attacker Steals Information

 Attacker steals confidential information (e.g.
bank password) directly with hacker tools.

e How to imbed Pebbleware?

Focus on a scenario:
Traceback botmasters in cloud



U Botnet Attacks in Cloud

e Scenarios
— Communicating with victims
— C&C servers and stepping stones in clouds
— Acentralized C&C server
— Stepping stones: VPN, proxies and SSH tunneling
— Symmetric encryption
o RC4: Zeus, Feederbot; AES: Wraith, Waledac; DES: Ozdok

» Traceback: identify the botmaster behind stepping stones

Stepping-
stone

Stepping-
stone

Victims (bots)
Altacker
(botmaster)



Extra Challenges

No file to integrate
Pebbleware

2
Encrypted communication

AN

Involving multiple cloud
service providers

AN

Short lifetime vs. long
stepping-stones

Sensitive to false positives




A General Approach to

Pebbletracing Botmaster

Step 1: Key identification

Stepping- Stepping-
stone slone

Cloud

ControllerReceiver Victims (bots)
&C server)

(botmaster) !

- Step 2: Pebbleware for finding

w2 botmasters behind stepping stones
Traceback

server



Qe Step 1: Key Identification

 Finding the key given a memory image and
encrypted traffic

o Constraints
— No source code
— Abnormal format patterns
— Hard to verify candidate keys
— Requiring low false positives



A Key ldentification Scheme

e Observations
» Fuzzy delimiter patterns may be available
 Characteristics of symmetric keys

e Randomness of ciphertext mostly from symmetric
encryption schemes

Memory image Candidate key regions
BN BN Pattern filter

Candidate key regions

Entropy filter

Network traffic Verifier (Characteristic Correct keys
verifer + Entropy verifier) —




Step 2: Pebbleware for Finding

Botmasters

e Exploit zero-day vulnerabilities
— Vulnerabilities of C&C servers
— Client-side vulnerabilities

e Hard to select zero-days

e Hide Pebbleware into stealth traffic
e Option 1: from victim

e Option 2: from traceback server (e.g.
pretend to be a victim)



oo Case Study: Traceback Zeus Botmaster

R In Opsource Cloud

Zeus: The king of bot
Distribution of Zeus C&C servers
(Jun 16, 2012 Courtesy by Zeustracker)

Bot C&C server
HTTP GET configuration file

Basic Zeus protocol

between bots and C&C
RC4 encrypted stolen data server

RC4 Encrypted configuration file




oo Case Study: Traceback Zeus Botmaster In

SIAIE

Opsource Cloud

IP: 58.178.232.135,
192.168.153.6

Stepping-stone
(VPN server)

Opsource Cloud

Victim (bot)

IP: 192.168.153.4
Windows XP (SP2)
Wireshark 1.6.2

Attacke IP: 192-1%3&53_3
Uowuniu 10.
(botmezter) Zous 14.2
IP: 192.168.153.3
Windows XP (SP2)
Firefox 3.8.11 with Adobe Flash
plugin 10.2.152.25 IP: 192.188.153.2

OpenVPN 1.8.3 Ubuniu 10.04
R — Portal: Ruby on Rails (Ruby
Traceback 1.8.7, Rails 2.3.5)
sener Metasploit platform 3.8.0-dev
Violatility 2.0



O Five Steps to Traceback Zeus Botmaster

UNIVERSITY

Step 1: Obtaining Information;

Step 2: Pebble 1---uploading the
backdoored control panel;

Stepping-stone

Step 3: Pebble 1’---Replacing the
control panel;

Attacker

Step 4: Botmaster logins to C&C  (otmaster)
and is logged and redirected;

Step 5: Pebble 2---Penetrate Tincebiack
stepping-stones collect attacker
information.



CHIO it Step 1: Key Identification of Zeus Botnet

|dentify RC4 keys of Zeus Bots

— Pattern filter: 2 zero bytes +
256--400 bytes + 2 zero bytes

— Entropy Analyzer: >7.5 Pattern

— Verifier filter

e Characteristics of key: a
permutation of values in 0— Verifier
255

e Entropy verifier: the candidate
key with largest entropy drop is
the real key




28 1dentified key & Decrypted Traffic

UNIVERSITY

4863 0012fe0: 0000 0000 0000 0000 0000 0000 0000 0000 w..vvevvcce
4864 0012ff0: 0000 0000 0000 0000 0000 0000 0000 0000 ..ovrvver
4865 0013000: 6a01 0000 0000 0000 00000000, 80ee 3600_j.........6.
4866 0013010: 60ea 0000 60ea 0000 60ea 0000 804f 1200 *..."..",..0..
4867 0013020: 60ea [l 1200 2000 0010 3632 cb1d 743b *....62.5;
4868 0013030: 144d 88f2 6fa7 2149 9bSc 8e18 4615 5843 .M,0,IL\..F.XC

4869 0013040: 73¢2 8940 1fic BcSc eb37 bdS3 a175 1439 5.8, Su)9 "\004\001\000\000\000\000\000\000\n\000\000\000:\340\350y\323\235\3

AT AT Bt e R G T e "‘f it e) 64\264\360x y\326\2250\226\021'\000000\000\000\000\000\030\000\000

4872 0013070: b78f ec56 857f dd04 207 £329 e80d b341 ..V,.,.)..A \000\030\000\000\000winxp_803cde68e_001938c9\023"\000\000\000\000\00
4873 0013080: 2905 5227 5080 dee0 2b61 0983 b69f 17¢0. R'P.. 480 0\000\004\000\000\000\004\000\000\000\001\n\002\001\031"\000\000\00

oot it gggﬁ;ﬁge;jmﬂm{ -}_K 0\000\000\000\004\000\000\000\004\000\000\000\336u4N\e"\000\000\000
4876 00130b0: 7afd 6cd7 9906 €396 2662 a395 a851 fcc6_Zl.b..Q. \000\000\000\004\000\000\000\004\000\000\000\300\307\377\377\032"\0

4877 00130¢0: edca 5462 63c7 4419 22e1 876e 648d 01e7. . Tic.D.".nd. 00\000\000\000\000\000\004\000\000\000\004\000\000\000\"?\031\000\0
e ggfgg:ﬁ&“;g}%%f 34'\000\000\000\000\000\000\024\000\000\000\024\000\000\000\005\000
4880 00130f0: 5b9d e5d1 4a26 7c59 d565 1e9e cBea bBSF [ J&IY. €. \000\000\001\000\000\000(\n\000\000\002\000\000\000\000\001\001\000
4881 0013100: 20f7 bee9 baSe eeS5 f5d3 cde6 411 4260._.,A.U....B" \035'\000\000\000\000\000\000\002\000\000\000\002\000\000\000\t\004\
— gg}‘;‘ggf s gfblj;gaa‘;ggggj”ﬂifgggmjﬁﬁ-l-sf 024'\000\000\000\000\000\000\004\000\000\000\004\000\000\000e\000\0

4884 0013130: 2840 1978 4b7c 4b89 5887 4f93 5057 359¢ (@ xK|KX.0.PWS. 00\000\025'\000\000\000\000\000\000\004\000\000\000\004\000\000\000
4885 0013140: 3b60 2d9b 2d6b f09f 27af Se7d 667d 2840 ; --k..A}}(@ \000\000\000\000\026"\000\000\000\000\000\000\002\000\000\000\002\0

4886 0013150: 198c 5d90 1094 4682 4¢98 43a2 3b9d 295 .].F.N.C../. 00\000\000\000\000"

4887 0013160: 2ea7 Zbac 356b 21b0 2774 0000 0000 0000 ,+.5k! 't ....

4888 0013170: 0000 0000 0000 0000 0000 0000 0000 0000 wecvcer
4889 0013180: 0000 0000 0000 0000 0000 0000 0000 0000, ercerre

A detected S table of a Zeus bot A decrypted traffic of a Zeus bot



G Performance of Entropy Verifier

NIVERSITY

e Two groups of bots

|. Homegrown
1. Wild caught

« QOutliers: the correct keys

Entropy Verification (Group 1) Entropy Verification (Group 1l)
8 8
75 —+ keyl 7.5
5 —l—key2 7 —&—freegoldsun.biz
6.5
z 65 ~d—key3 z 6 l 1 =l dertenok.tk
e o
£ 6 —key4 g 33 = bestcirmt.com
w 55 w 5
. —H=key5 45 === CONCapow.com
’ |
2 @ key6 ; : =¥=yuyu98.com
4 ; key7 '3 ~@0~—emelrouse.bplaced.net
i key9
Index of Candidates ey T T
24




o Performance of the Key lIdentification

SIAIE Scheme In Zeus Botnets

Time Cost (Group 1) Time Cost (Group Il)
600 500
z z O——0 —a——a
XN e g g 400
g 400 § 300
g 20 %
g 200 g 200
LR pae— == a——— g 1 —————————"—
F 0 T T T T T 1 F 0 T T T T T 1
0 2 4 6 8 10 12 0 1 2 3 4 5 ] 7 8
Index of Bots Index of bots
=& 0ur proposed scheme =& 0ur proposed scheme
~—Traditional key scheduling checks on each byte ~—Traditional key scheduling checks on each byte
Performance of Phases (Group 1) Performance of Phases (Group Il)
1.00E+06 ¢ i
# of suspected region 1.00E+06 0—3 of suspectad
1.00E+05 - after pattern filters region after
g e § 1006405 A
% 1.00E+04 <14 of suspected regions % 1.00E+04 i of ted
€ 1.00E+03 T g after entropy filter o© | '~ # of suspecte
S T 100E+03 T pp—i—t——t——i—i—aA regions after
‘6 1.00E+02 S 1.00E+02 entropy filter
* = # of suspected S arrays s
1.00E+01 after key scheduling # 1.00E+01 ~#—# of suspected S
1.00E+00 22— verification T EVEVEVIIVIIVIIVIIVIIVEIVII S arrays after key
0 ) 4 6 8 ¢ ’ scheduling
=>4 of S arrays output 0 2 4 6 8 10 12 verification
Index of Bots 25

Index of Bots




LY

£

2 ® @ Traces: index - Mozilla Firefox

<« v @ O & [@]nhpsn27.00.1:3000nraces/

v |

Most Visited v (@ Getting Started [} Latest Headlines v
@) Traces: index L]

Logged in successfully
Listing traces

Hostname Ip Uid

TAP-Win32 Adapter
0AS - Packet
Scheduler Miniport
Hardware MAC:
00:11:19:e9:5¢:41 IP
Address : 0.0.0.0

Netmask : 0.0.0.0
MS TCP Loopback
lmerl'fx:e Hardware Wi
MAC: XP

00:00:00:00:00:00 IP

BOTMASTER Address : 127.00.1 BOTMASTERAdministrator © '
Netmask : 255.0.0.0 Sw'ce
AMD PCNET Fami
_— Pack 2).

PCI Ethemet Adapter

Address :
192.168.153.3
Netmask :
255.255.255.0

Os  Mac Arch Language Connection Tree

IP: 192.168.153.3:;

xB6 en_US

Process
- Imap:HashWithindifferentAccess = pid: 0
name: . Imap:HashWithindifferentAccess
System Process:
gap:HashWithindifferentAccess ~ pid: 4

ime:; Csrss.exe pid: B48 name:

.exe pid: 900 name: services.exe
912 name: Isass.exe pid: 1068 name:
acthip.exe pid: 1084 name: svchost.exe
pid: 1164 name: svchost.exe pid: 1328
name: svchost.exe pid: 1376 name:
svchost.exe pid: 1420 name: svchost.exe
pid: 1808 name: spoolsv.exe pid: 1932
name: explorer.exe pid: 2032 name:
VMwareTray.exe pid: 128 name:
VMwareUser.exe pid: 164 name:
mcagent.exe pid: 176 name: ovpntray.exe
pid: 556 name: svchost.exe pid: 636 name:
McSACore.exe pid: 664 name:
mcmscsve.exe pid: 712 name:
McNASvc.exe pid: 768 name: McProxy.exe
pld: 800 name: Mcshield.exe pid: 1148
name: MpiSrv.exe pid: 1268 name:
capiws.exe pid: 1532 name: vmtoolsd.exe
pid: 1476 name: svchost.exe pid: 332 name
VMUpgradeHelper.exe pid: 2956 name:
rundil32 exe pid: 2384 name: alg.exe pid:
1892 name: wuauch.exe pid: 1980 name:
mcsysmon.exe pid: 576 name: firefox exe
pid: 3256 name: cmd.exe pid: 4040 name:
plugin-container.exe pid: 3832 name:
notepad.exe”:

g: System pid: 452 name: Smss.exe pid:

Virtual E

S shot Working dir Routes

subnet: 0.0.0.0netmask:

0.0.0.0gateway: 192.168.153.1
subnet: 127.0.0.0netmask:
255.0.0.0gateway: 127.0.0.1

subnet
192.168.153.Onetmask:
255.255.255.0gateway:
192.168.153.3 subnet:
192.168.153. 3netmask:

255.255.255. 255gateway”

C\Program 127.0.0.1 subnet:

screenshot Files\Mozilla 192.168.153. 255netmask:
Firetox 255.255.255.255gateway:

192.168.153.3 subnet:
224.0.0.0netmask:

240.0.0.0gateway:
192.168.153.3 subnet:

255.255.255.255netmask:
255, 255, 255, 255qateway’

192.168.153.3 subnet:

255.255.255.255netmask:

255.255.255.255gateway:
192.168.153.3

feport  Show Edit Destroy




Conclusion

e Traceback Internet attacks
— Attacker steals files
— Attacker steals information
e Traceback botmaster in clouds
* Future work

— Attacker communicates with victims through
social networks
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